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Abstract. Flowers have bees. Summer has mosquitoes. Picnics have ants.

And programming, too, has bugs. Novice programmers are exposed to pro-

gramming errors from the moment they compile their first program. They
learn to deal with these errors though a process called debugging, yet very

little effort is afforded to debugging practices in CS1. Novice programmers are
often left to develop their own ad-hoc debugging practices. The purpose of

this work is to outline practical mechanisms for introducing debugging into a

first year programming curriculum. An improved infrastructure for debugging
has the potential to affect improvements in the software development process.

1. Introduction

On September 21, 1997 the USS Yorktown, a US Navy Ticonderoga class guided
missile cruiser, came to an abrupt standstill off the coast of Virginia. It seems that
while trying to manually calibrate a fuel valve in the 80,000hp propulsion system,
a zero was entered in a data field of the Standard Monitoring & Control System
resulting in a divide-by-zero exception and subsequent failure of the propulsion
system. It took over two hours to restore electrical power. Failures like this occur
largely because software is discontinuous. One millimetre of error in a jet engine
component will cause a proportional increase in failure rate. A corresponding small
error introduced in software can be catastrophic, or may indeed have no noticeable
effect at all [16]. In situations like this, when software goes haywire, it is usually
due to a software exception, or ”bug”, a situation where a program deviates from
its intended behavior. Problems with the syntax of a program are easily detected
and corrected, whereas runtime problems are relatively unlikely to be detected
and could manifest themselves as a system failure. Practically everything from
powerplants to robotic milking systems to traffic lights and even the delivery of
postcards requires some degree of control by software. For example the average
passenger car now contains approximately 30 to 40 microprocessors controlling
everything from air conditioning to audio and video systems, and critical functions
such as braking systems and air bags [9]. More luxurious cars equipped with global
positioning systems can have more than 100 microprocessors. The average car in
2005 contained approximately 35 million lines of code (LOC) [9], a number which
now exceeds 100 million [45]. With software which is so inherently complex, there is
always a possibility of something going amiss. A bug in the most traditional sense of
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the word refers to some unwanted or unintended behavior of a program. The process
of identifying the cause of symptoms and removing bugs is called ”debugging”.
Folklore suggests the first programming bug was discovered on September 9th, 1947
when a Mark II programmable computing machine suddenly stopped [18, 32, 20].
An investigation established that a moth had shorted out one of the relay circuits.
Software by itself is not dangerous it is an abstraction without the ability to
produce energy and thus to lead directly to a physical loss [24]. It is only when
software is charged with controlling some device (e.g. a robot) that complications
arise. On New Years eve 1997, a software error at the Tiwai Point aluminum smelter
in Southland, New Zealand caused AU$1 million worth of damage. The software
had failed to take into account leap years, and considered the 366th day to be
invalid causing 660 process control computers to shut down and the smelting pots
to cool. The same problem subsequently occurred at Comalco’s Bell Bay smelter
in Tasmania.

Software also tends to be changed frequently and evolves over time, but changing
software without introducing undesired errors is difficult. The more changes that
are made to the software the more brittle it becomes. So after programming for
over half a century why are bugs still so prevalent in software ? No programmer
would consciously incorporate code such as:

if (divide_by_zero())

shutdown_propulsion();

So why do we produce software which often contains dormant defects that wait until
the right sequence of events occurs to propogate? Leveson [24] notes that accidents
involving software often occur due to underestimating and not understanding soft-
ware risks within the software engineering culture. Common misperceptions include
the notion that ”software does not fail, and all errors are eliminated during testing”
[24]. This myth stems from (i) an overconfidence in the effectiveness of testing, i.e.
testing removes all errors and no further checks are needed and (ii) limited knowl-
edge in creating ”defect-free” software. The requirement for including elements of
program correctness, such as testing and debugging, in the CS1 curriculum was
publicised as far back as 1984 by the ACM Curriculum Committee Task Force [21].
However nearly three decades later, few CS1 courses devote any real effort to the
task of debugging. Debugging, usually in the guise of software testing and verifi-
cation, is rarely experienced until the senior curriculum. Students themselves have
a limited view of the process of debugging. Novice programmers are embraced by
the notion that ”once the compiler accepts my code without complaining, I have
removed all the errors” [10]. Or they are confronted by the ”worked yesterday, not
today” problem [44], whereby code that worked previously fails because of changes
to it behavior, most commonly because only one set of test data was used.

This paper describes our scheme for introducing debugging practices in CS1
by using system failures caused by software errors as a means of promoting an
understanding of the process of system failure and debugging practices. It seeks to
demonstrate how the existence of software bugs can impact real-world applications
- most notably those which have caused fatal system failures. The anecdotes in this



DEBUGGING PRACTICES IN INTRODUCTORY PROGRAMMING 3

paper come from a module on software debugging taught in our CS1 introductory
programming course. It is founded on an understanding that the importance of
creating robust and fault tolerant software is often overlooked within introductory
curricula and debugging should be emphasized in CS1 [3]. There are three specific
pedagogical goals to this process:

• To provide students with an understanding of the fundamental character-
istics of software errors.

• To show students how to identify common errors frequently encountered
by novice programmers.

• To be able to apply appropriate measures to correct these common errors.

An improved infrastructure for debugging has the potential to affect an improve-
ment in the software development process by teaching students to (i) detect and
remove bugs early in the software development process and (ii) locate the source of
bugs faster and with more precision. Over time this will manifest itself in software
developers capable of designing improved, bug-reduced software.

2. The impact of software failure

The most troublesome effect related to the existence of bugs is the increased
incidence of avoidable defects that emerge after a product has been released. The
aerospace industry, for example, lost over a billion dollars in the 1990s in what
might be attributed to problematic software. Examples include Ariane 5 (US$640m,
1996), Mars Climate Orbiter (US$328m, 1999), and Milstar (US$800m, 1999). The
proportion of time required for debugging programming errors in systems devel-
opment has climbed from 25% in the mid-1960’s [8] to more than 50% in the late
1990s [26, 37]. Moreover this is expected to increase as systems rely on ever larger
and complex software. Many systems, such as deep space missions and sorties to
Mars, have increasing demands for autonomy, and as such are becoming increas-
ingly intricate [29]: from 30,000 lines for Cassini (1997), to 120,000 lines for Mars
PathFinder (1996), 428,000 lines for Mars Exploration Rover (2003), and 2 million
lines for Mars Curiosity Rover (2012). Holzmann [17] estimates that around 50
software errors remain in every 1,000 lines of recently written code, and code that
has been thoroughly tested still contains 10. NASA has reduced the bug density by
a modest amount from 8.1/1K of code in 1976 to 5.5/1K in 1990, nonetheless, even
using this low-ball figure the software aboard the Mars Exploration Rover harbors
the possibility of containing up to 2354 hidden software errors. NASA currently
estimates a 40% chance of a critical software error during a mission containing 1
million lines of code. This ultimately effects robustness which is significant con-
sidering that for projects like Mars Exploration Rover, entry, descent and landing
are all controlled by software Regan. Hatton Hatton estimates that perhaps 40%
of software failures are statically detectable as faults, i.e. they can be found be-
fore compiling the program. This usually results because of some language misuse
which would fail in some context. As an example consider ISO C, which lists
119 constructions of uncertain definition [15]. Hatton [15] undertook a study of
errors in scientific software and conclude that there are approximately 8 serious
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faults per 1000 lines of code in C which are statically detectable in commercially
released scientific software. However software errors occur due to a combination of
programming errors and flaws in the software design process.

Yet not all the news is bad. One of the most successful software projects in terms
of debugging was the on-board shuttle group who design software for the NASA
space shuttle [11]. Their software managed to take a 120-ton shuttle with 4 million
pounds of fuel aboard and loft it into space, 100 miles up, automatically. But what
makes it truly remarkable is the fact that the software never crashes, and never
needs to be rebooted. During the period 1994-96 the software, all 420,000 LOC,
contained just one error [11]. Why were they so successful because they had a
near-precise software design process designed to catch 85% of errors before formal
testing even began [11].

3. From defects to failures

Some programs fail, sometimes. In theory, a failure is created by a defect in
the code, which generates a fault, in the program state, which then propagates
until it becomes an observable failure [7]. A failure is characterized as a system
showing unexpected behavior at run-time. Sometimes these failures are tied to
inadequacies or limitations in the programming language. Hatton sums this up
with the statement: ”If a language contains a hole, programmers will fall into
it. All languages contain holes” [15]. More often than not however, errors are
associated with flaws in the algorithm design process. Defects are more commonly
termed programming errors. Some are trapped by the compiler and relate more
to deficiencies in the grammar of the language. It is obviously difficult to describe
all the possibilities for programming errors which can permeate a program, but in
deciding how to tackle a particular bug, it is often helpful to attempt to classify
it. Often the best way for a student to familiarize themselves with a programming
construct is to compile a sample program. However, students often give very little
consideration to the concept of programming errors. The first time they encounter
an error, they are often puzzled as to how to proceed. Take for example the following
simple C program which calculates the square of a number:

1 #include <stdio.h>
2
3 void main(void)
4 {
5 int b;
6 printf("Enter a number: ");
7 scanf("%d", &a);
8 b = a * a;
9 printf("The square of %d is: %d\n", a, b);
10 }

A compiler such as Gnu C (gcc) might produce the following error message:

4: warning: return type of ’main’ is not ’int’

In function ’main’:

7: ’a’ undeclared (first use in this function)
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8: parse error before ’b’

5: warning: unused variable ’b’

To a novice programmer such feedback can be overwhelming, and may lead to a
number of questions:

• What does a warning imply?
• What does a parse error mean?
• Why is there a warning for the 4th line its just a curly brace?
• Why is b unused when it was assigned the value a2 ?

Other C compilers (Pelles C) might offer a more simplistic and distinct error mes-
sage:

obc.c(7): error: Undeclared identifier ’a’.

Sometimes these errors are best described using some form of analogy: A parse
error implies ”to make sense of or comprehend”. Its like the compiler saying ”I
simply couldn’t understand what you said before line 8”. It is simply a syntax
error. The most confusing types of errors are those which don’t produce any error
messages: the logic errors. Consider the following C program to calculate the sum
of the numbers from 1 to 100:

1 #include <stdio.h>
2
3 void main(void)
4 {
5 int i=1, sum;
6 while (i <= 100)
7 {
8 sum = sum + i;
9 printf("%d\n", sum);
10 }
11 }

This program will correctly compile, but contains two logic errors, which only
become apparent once the program is run. The first of these relates to the fact that
the program contains an infinite loop, a situation where a loop continues processing
its loop body endlessly. This would happen if the terminating condition in the loop
definition is never met. In this case the error would be corrected by inserting the
statement i = i + 1; after line 9. The second error may not be as apparent: The
output produced is not correct, because the variable sum is not given an initial
value, causing the statement sum = sum + i; to use a ”garbage” number as its
initial value. These are often the most difficult errors for students to recover from.
There are situations when the operating system masks or disguises a runtime error
by providing a confusing message. For example, an integer divide-by-zero error may
be reported using the message: ”Floating exception (core dumped)”. A seasoned
programmer will recognize this as being an error associated with a floating-point
calculation which has caused a ”core dump”, essentially an image of the running
program which is written to a file.
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4. Pedagogy of debugging

One of the more important aspects of teaching introductory programming is to
learn ”what to do” by learning ”what not to do”. Software errors take a variety of
different forms, some which may be visible upon compilation, others which may not
be noticed until much later in the program’s execution. Maurice Wilkes summed up
debugging in 1949: ”As soon as we started programming, we found to our surprise
that it wasn’t as easy to get programs right as we had thought. Debugging had
to be discovered. I can remember the exact instant when I realized that a large
part of my life from then on was going to be spent in finding mistakes in my own
programs” 1. Early studies of debugging practices in the 1970s [14] advocated
a simple hierarchical debugging strategy. Using this tactic, novice programmers
eliminate simple bugs first, e.g. missing semicolons, undefined variables. Next they
attempt to deal with violations in the programming language grammar, or semantic
errors, e.g. array out of bounds. Finally they are left with the logic errors which
often lay dormant in the program until the right combination of parameters causes
them to appear. Thirty years later, very little has changed, novice programmers
still make a small change, recompile the program, hope that is works right, find
another bug, make another small change etc [27]. Such a cycle is characteristic
of the process of debugging, as opposed to eliminating all bugs at once. However
is it no surprise that programmers take this approach, essentially mimicking the
step-wise approach to algorithm design.

A good proportion of introductory programming courses remain focused on teach-
ing language syntax. Seldom is any time designated to teaching debugging practices
[23]. In an early study by Wiedenbeck [41] comparing programming skills between
novices and experts it was found that novice programmers have less ability to dis-
cern syntactic errors than experts do. Novice programmers are often ”trapped”
dealing with errors at the expense of understanding algorithm design and logic.
If they could comprehend how programs work, they may be able to debug more
effectively [36]. Experienced programmers aren’t impeded by the same obstacles
because they have knowledge of previous debugging experiences [23]. They are
more aware of common errors, and understand that a segmentation fault occurs
when a program attempts to access a memory location that it is not allowed to
access. Holzmann [17] suggests that there is a parallel between the ability of a
real-life bug to become resistant to specific pesticides and a software bugs ability
to circumvent the process of software design. This is true of novice and expert
programmers alike, who have the tendency to insert new bugs into code during the
process of eradicating old bugs. The bugs tend to adjust themselves to the level of
experience of the programmer. Novice programmers often add conspicuous syntax
or semantic violations which are easier to fix, however experienced programmers
often seed very subtle logic errors. Van Someren [35] states that ”the syntax of
most programming languages (including Prolog) is very limited and, in the initial
stages only, a source of errors”. This is corroborated in C by the difficulty novice
programmers have with some language constructs. For example, errors often occur

1http://en.wikiquote.org/wiki/Maurice Wilkes
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in novice programmers code due to unfamiliarity with symbols such as != , / and
==. The use of these symbols often disagrees with the students prior knowledge,
i.e. 6=, ÷, and =.

Our experience with teaching C programming has shown that the students with
little or no programming knowledge have problems dealing with the idiosyncratic
nature of the language syntax. The wide variety of features found in C imposes
a highly detailed and often redundant syntax (e.g. implicit operations, automatic
type conversions, type inferences, variable scoping). There are also the lack of
some features (e.g. an exponentiation operator), or the presence of others such
as goto, long considered a poor programming construct [42]. Often, the design
of languages such as C follows an underlying logic that is only meaningful to the
experienced programmer. To the novice, that logic is entirely obscure, and the
student is given no conceptual framework for understanding the mechanism [30].
One of the inherent problems with bugs is that trivial syntax errors are frequently
ignored in the literature [33, 34], perhaps because they are easily detected by the
compiler/interpreter. Indeed, many languages such as C fail to ”enforce” simple
syntax rules, as in the case of ”==” in C, which when written as ”=” in a logical
expression compiles correctly. Even more confounding is the rule that every variable
that appears in a scanf statement must be preceded by an ampersand, the address-
of operator. If an ampersand is accidentally omitted, most C compilers will proceed
to compile the code. Running the program will result in a segmentation fault, or a
garbage value being stored. Just when students begin to understand the notion of
pointers they are introduced to strings, which do not need an ampersand because
they are arrays, which are already pointers. This leads to another caveat of C-like
languages, unlearning ingrained behavior. Students who have knowledge of vectors
understand that the first element of a vector has a subscript of 1. When introduced
to analogous structures in C (i.e. arrays), they learn that indexing begins at zero.
Since they have to relearn the knowledge, they are more likely to insert such ”off-
by-one”errors in their code.

5. Improving debugging practices

The process of debugging comprises a significant portion of the programming
process, yet there is no ”best” methodology [12]. It can be augmented by mas-
tering comprehension and analysis skills. Blooms taxonomy describes six levels of
cognitive ability used to frame and organize learning objectives [5]. Programming
relates foremost to application and synthesis skills, however comprehension and
analysis skills are a prerequisite for effective code writing [10]. Indeed program
comprehension is often cited as the first and foremost criteria for being able to
debug effectively [36]. This is achieved through reading and comprehending source
code, envisioning the behavior of a group of statements and predicting how a change
to code will result in changes in behavior. To any experienced programmer, it is
obvious that the best way to learn programming is through practice. Race [28] lists
the four key ways in which people learn effectively as ”practice”, ”by doing it”,
”by trial and error”, and ”by getting it wrong at first and learning from mistakes”.
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The relevance of these to programming and debugging is clear. So how do experts
debug programs? Gould [14] suggests that many programmers start debugging by
carefully reading the defective program from top to bottom, without ever bothering
to look closely at the erroneous output.

We have improved the debugging practices in our CS1 class in the following man-
ner. Firstly a case study is introduced to illustrate the effect of software ”bugs” in
the context of real-world system failures, and to introduce students to the global
definitions of errors. Throughout the semester, specific bugs are illustrated in the
context of the language paradigm in which they appear. By learning errors through
the use of examples, students are better able to recall the errors. It doesnt take
much to start, even a discussion of how placing extra output statements in a pro-
gram to trace a variable can help isolate the foci of an error. This is augmented by
(i) a resource handout ”Bugs in C” which students can use to familiarize themselves
with how to interpret idiosyncratic error messages and recover from them, and (ii)
a series of debugging ”briefs” outlining various simple and intermediary debug-
ging strategies. While many of the examples which follow are in C, the underlying
principle differs little from other languages.

5.1. Tracing. The most fundamental technique for debugging is that of tracing.
This may sound rather trivial, but it is important in so much that it also aids the
novice programmer in understanding the behavior of a program, and the effect of
this behavior on variables. A trace is a detailed record of the steps invoked when
a program is executed.

5.2. printf debugging. Students are made aware of the effectiveness of using
appropriate output statements, to automatically trace values of different variables
at different stages of program execution. This can be achieved in C-like languages
using printf() debugging, for example:

double b;
b = PI * radius * radius;
printf("DEBUG: b = %f", b);

This process has shortcomings, centred around the fact that it is ad hoc and does
slow down the program. However there are methods for improving its use. The
first is not to use printf directly, but define a macro around it, so that it can be
switched on and off easily. Here the ”switch” is the symbolic constant debug, used
to turn on/off the debugging mechanism:

#define debug 1

if (debug)
printf("------------");

An alternative is to use a debugging level, to manage the amount of debugging
information. This process is derived from the wolf fence algorithm for debugging
[13].
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5.3. Defensive programming. Defensive programming is a preemptive process
designed to help validate preconditions, postconditions and invariants in a pro-
gram by identifying sections of a program which could be encapsulated in a ”self-
checking” wrapper. This may involve checking arguments to a function for validity
before execution of the body of the function. For example incorrectly constrained
input is one of the four classes of software failure identified by Whitaker and Jor-
gensen [40]. This relates to inspecting inputs for validity before processing con-
tinues. This is a notion which is often overlooked, students are not exposed to a
culture of validating input when they write an algorithm. Defensive programming
can be used to check the validity of input. Two commonly overlooked errors relate
to divide by zero and log(0). It is easy to use defensive programming to ”rewrite”
these functions.

double Log(double x)
{

if (x == 0)
return 0;

else
return log10(x);

}

This allows any errors relating to the calculation of log(0) to be trapped and handled
in an appropriate manner, well before it becomes a program failure at runtime. It
can also be used in situations where the programming language contains harmful
constructs such as C’s dangling-else problem. The ”dangling else” is a very common
and subtle logic error found in the flow of control of a nested if statement. Since
a compiler ignores indentation, it matches an else clause with the most recent
unmatched then clause.

if (a > 0.0)
if (a > maximum)

maximum = a;
else

minimum = a;

The following small change in the if statement solves the problem (use braces to
enforce an association:

if (a > 0.0){
if (a > maximum)

maximum = a;
}
else

minimum = a;

Defensive programming might advocate that an if-then statement should always be
coded with braces, even when the then part contains only a single statement: It also
encompasses techniques designed to resolve some common programming deficien-
cies, related primarily to (the lack of) proper programming style [43]. Prevention
is often better than the cure.
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5.4. Assertions. Programs are bursting with assumptions. When you calculate
n/d, you assume that d does not have value of zero. An assertion is an expression
that should evaluate to true at a specific point in your code. If an assertion fails to
evaluate to true, then a problem has been identified. It makes no sense to execute
after an assertion failure. In C, you can incorporate the library assert.h, and write
the expression you want to assert as the argument to assert. For example to deal
with divide-by-zero situations you could use assert in the following fashion:

#include <stdio.h>
#include <assert.h>

int main()
{

double a, b, div;
printf("Enter two numbers: ");
scanf("%lf%lf",&a,&b);

assert(b > 0);
div = a / b;
printf("%f divided by %f is %f\n", a, b, div);
return 0;

}

The compiler gcc handles the assertion in the following manner:

./a.out
Enter two numbers: 3 0
Assertion failed: (b > 0), function main, file assertions.c, line 10.
Abort trap: 6

With the assert macro, your program will be aborted as soon as an assertion fails,
and you will get a message stating that the assertion expression failed at line 10 of
file div.c.

5.5. Reference guide. As simple as this may seem, we provide students with a
reference guide to common errors in C: ”Bugs in C”. Providing students with a
reference guide gives them some notion of familiarity. By becoming familiar with
error examples, students are better able to recognize them. It focuses on code
illustrating the error rather than being bogged down in them. If students are
exposed to flawed code earlier, they learn how to repair the faults. It also provides
examples of error messages prevalent in various C compilers.

5.6. Debugging ”logs”. Although simplistic in concept, debugging logs [6] are
an ideal way for students to familiarize themselves with errors, and provide a ref-
erence for recalling knowledge, the most basic of Blooms tenets. Such logs contain
information on the position, type, incorrect output, the fault code and solution.
These are loosely based on the databases used by the on-board shuttle group [11].
Their first database is a history of the code itself, basically a genealogy of every
line of code. Their second database records every single error made while working
on the software.
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5.7. Improved error messages (or adoption of sympathetic compilers).
Error messages in C are often cryptic to novice programmers [4], and in some cases
simple syntactic rules are overlooked by the compiler. One method of overcoming
these compiler-dependent inadequacies in CS1 is through the selection of compilers
which provide user-oriented error messages. For example, interactive programming
environments such as Pelles C provide runtime error messages to help pinpoint a
problem. For example, consider the following code:

#include <stdio.h>

int main(void)
{

char dna[5];
scanf("%s",dna);
printf("%s\n",dna);
return 0;

}

If you run the program and type ATGCATGC it works quite happily. It’s over-
writing some part of the memory with something it shouldn’t be. But it doesn’t
cause an error until you input something like ATGCATGCATGCATGCATGCAT-
GCATGC. Running this program under gcc would result in a ”segmentation fault”,
a generic term for an error in which a running program attempts to access memory
not allocated to it. The Pelles C compiler would generate the following runtime
error message:

Exception: Access violation

Although not plain English, the message implies that a (software) exception oc-
curred and there was a problem accessing a stored variable, not surprising con-
sidering the input string is 28 characters in length, yet the space allocated to the
string dna is only 5. Folklore suggests that the Apple MPW C Compiler contains
a number of practical error messages including ”this array has no size, and that’s
bad”, and ”String literal too long (I let you have 512 characters, that’s 3 more
than ANSI said I should)”. Amusing as it seems, to the novice programmer, such
messages may help decipher the programming conundrum.

5.8. Slicing. The concept of slicing was introduced in a seminal paper by Weiser
[38, 39] over three decades ago. Slicing involves tracing backwards from a variable
associated with a particular statement to identify all possible sources of influence on
the value or behavior of the variable [39]. Slicing reduces a program to the minimal
form which still produces that behavior [38, 39]. Code which does not influence the
behavior is ignored [38], and the reduced program is termed a slice. The notion of
slicing is based on the premise that instead of locating errors in the original program,
one can locate errors in a program of a smaller size, which is sliced from the original
[31]. Gould and Dronkowski [14] report programmers behaving this way during the
process of debugging. Francel and Rugaber [12] offer one of the few studies aimed
at demonstrating that programmers who use slicing have a better understanding
of the code, and they are better able to localize the program fault area. While
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slicing is sometimes taught at the senior level in computer science curricula, we have
endeavored to introduce the most basic elements in CS1. There are two basic forms
of slicing: static and dynamic. Static slicing is performed directly on the original
source code of the basis of all computations, whereas dynamic slicing [31, 1, 22] is
defined on the basis of one or more computations using variable test cases. There
are several variations on slicing. Backward slicing is probably the most intuitive
form of slicing. Here the slice is computed by working backwards from the point of
interest finding all statements that can affect the specified variables at the point of
interest and discarding all other statements. Forward slicing is the reverse of this.
Here we work forward from the point of interest, identifying those statements that
can be affected by changes to the specified variables.

5.9. Improved testing. Testing is a key feature of any software design process.
One of it’s purposes is to identify faults in the software [2]. Sometimes ”loading”
a program with real test values which simply don’t work, helps identify some of
the limitations of the design process. We encourage students to use a vast array
of test cases. This is achieved by allocating assignments for which data is publicly
available. An example includes calculating the radius of a star. Here the data is
available is many forms and the students have to decide which data is valid before
they start testing.

6. Conclusion

After programming for over 70 years, we are essentially no closer to a software
design process which would result in code containing zero imperfections. Program-
ming is a human activity and humans are prone to making errors. However part
of this dilemma results from concentrating too much on programming syntax, and
little effort on formal debugging training in introductory courses. By their senior
year, many students believe the debugger is the holy grail of debugging. Algorithm
design is a symbiotic process involving writing code and testing code. If a program
does not work to specification, the code must be ”debugged” to correct any defects,
whether they are semantic or logic errors. This paper has described various debug-
ging practices which can be incorporated into an introductory programming class.
In addition it teaches that in the design of large-scale systems, protecting against
software failures does nothing to protect against system mishaps where all or most
of the components indicated in the accident worked as specified, but the combined
behavior of the components causes a system failure. We have attempted to in-
troduce different strategies for debugging in the belief that the process of learning
to debug must be initiated at an early stage in the software design process. The
techniques described herein can be augmented in latter years by more intricate
debugging strategies, such as mutation testing [19] and dicing [31, 25]. The latter
is a process used to compare two or more slices to identify the set of statements
likely to contain an error. Teaching students mechanisms for debugging might help
stem the growing tide of software containing errors, which is critical considering
the increasing complexity of software and the fact that runtime testing is always
incomplete.
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