
Lecture 9
Bugs and defensive programming

Daily Puzzle

• A student was assigned the task to make a 
round hole in a thin sheet of copper.

“Ill go get a drill and chisel”, said the student 
to the teacher.
“I see you have a hammer and a flat file. You 
can do the job with those.”

How?



Daily Puzzle

• Place the sheet on a support which has a 
round hole in it. Hammer the sheet to make a 
cup-like depression (b). Turn over the sheet, 
file off the protuberance (c), and a round hole 
remains.

Announcements

•  Reynolds 001/002 times changing slighly.  
- T/Th 2:30-4:30 and 5:30-7:30, 
- M/W from 11-1 with longer hours likely most days

• No classes tuesday



Announcements
• Federal Election

- Special Ballot on campus
- Today (the 8th) is the last day
- take 2 pieces of ID to room 103 at the University 
Center
- open until 8 pm today  

• Practise lab exam
- will not be graded
- monday and tuesday lab people can go to any other 
lab during the week
- may be extra lab times offered as well

• - SAS wants notetakers

Announcements

• SAS wants notetakers
- go to room 318B in the University Center
- email sasnotes@uoguelph.ca

• Marking breakdown for A1
- will be posted later Thursday or Friday
- is attached to the A1 description



Q&A

• Do you have a question?
(I may have an answer)

if else

Coding Style

if (aNumber == 0)
    printf(“zero\n”);
else if (aNumber > 0)
    printf(“positive\n”);
else
    printf(“negative\n”);

if (aNumber == 0)
{
    printf(“zero\n”);
}
else 
{
    if (aNumber > 0) 
    {
        printf(“positive\n”);
    }
    else 
    {
        printf(“negative\n”);
    }
}

Use this one!



I’m sorry Dave, I’m afraid I can’t do that.

Bugs

• Badly designed and tested programs have 
consequences.



Ariane 5

• On June 4, 1996 an unmanned Ariane 5 
rocket was launched by the European Space 
Agency.

• Only about 40 seconds after initiation of the 
flight sequence, at an altitude of about 3700 
m, the launcher veered off its flight path, 
broke up and exploded.

Ariane 5

• The rocket was on its first voyage, after a 
decade of development costing $7 billion. 

• The destroyed rocket and its cargo were 
valued at $500 million. 



Ariane 5

• What do you think caused the rocket to 
disintegrate?

Ariane 5

• The failure of the Ariane 501 was caused by 
the complete loss of guidance and attitude 
information 37 seconds after start of the main 
engine ignition sequence (30 seconds after 
lift-off). 

• This loss of information was due to a software 
error in the Inertial Reference System (IRS).



Ariane 5

• The IRS measures the speed at short fixed 
intervals and computes the distance traveled.

• Once computed the position is passed to the 
primary computer which calculates the 
steering commands for the nozzles.

• A runtime error occurred which caused both 
primary and backup IRS computers to shut-
down, meaning correct guidance and attitude 
information could not be obtained.

Ariane 5
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Ariane 5

• The IRS sent diagnostic data to the primary 
computer which was interpreted as flight data 
and used for flight control calculations. 

• The flight control calculations resulted in a 
command being issued to the booster 
nozzles, and the main engine nozzle to 
compensate for a attitude deviation that had 
not occurred. 

Ariane 5

• The internal software exception was caused 
during execution of a data conversion.

• A 64 bit floating point number relating to the 
horizontal velocity of the rocket with respect 
to the platform was converted to a 16 bit 
signed integer.

• Why did this contribute to the error?



Ariane 5

• The conversion from 64-bit floating point to 
16-bit signed integer value caused an 
overflow error.

• Why did this error occur?

Ariane 5

• The number was larger than 32768, the 
largest integer storable in a 16 bit signed 
integer, and thus the conversion failed.

• 16-bit signed integer (216): 
–32,768 to 32,768

• 64-bit floating point (264): 
18,446,744,073,709,551,616



Integer Overflow

#define BIG 2000000000
int a,b = BIG, c = BIG;
a = b + c; /* out of range */

• At run-time the variable a may be assigned an 
incorrect value. The logical value of the 
expression b+c is 4 billion, which is greater than 
the maximum value which can be stored in a 
variable of type int.

• This is known as integer overflow.

2003 Blackout

• 2003 power grid blackout in North America 

• Deprived an estimated 50 million people of 
power. 



2003 Blackout

• The blackout was made possible by a bug in 
General Electric's Unix-based monitoring 
software that kept operators from learning of 
a local power outage. 

• The glitch's domino effect cut off power in 
eight U.S. states and in Ontario, Canada.

2003 Blackout

• At 1:31 pm, the power generating plant at 
Eastlake, Ohio, shut down.

• By 4:13pm, 508 generating stations at 256 
power plants, including 22 nuclear power 
plants in the U.S. and Canada, had gone 
offline.



2003 Blackout

• GE XA/21 SCADA System

• 4 million LOC, millions of hours of operation.

• A data structure became corrupted through 
simultaneous access - the alarm program was 
put into an infinite loop.

• It could neither process alarms or report it was 
in failure.

Knight Capital

• Knight Capital Group lost $440 million in 1 
minute on Aug.1, 2012.

• A malfunction in a trading algorithm caused 
erratic trades in 150 stocks.

• The buggy algorithm was apparently buying 
high and selling low, the opposite of a 
competent trading strategy.



Knight Capital

• There is an ask and a bid price (ask > bid) - 
the algorithm paid at ask price and sold at 
bid price. 

• The glitch led to 4 million extra trades in 550 
million shares that would not have existed 
otherwise.

What are bugs?



How many bugs?

• 50 software errors remain in every 1,000 lines 
of recently written code, and code that has 
been thoroughly tested still contains 10.

Bugs in cars



The first bug!

• In 1947 a Mark II 
“programmable 
computing machine” 
at Harvard University 
suddenly stopped.

• A dead moth had 
shorted out one of the 
circuits.

Pest extermination

• Debugging is the process of correcting bugs.

• Often the hardest part of creating a program.

• In order to eradicate a bug you need:

• a way of reproducing it, and

• information from the program that lets you 
locate and correct the program



Divide and conquer

• This method consists of inserting temporary 
printf statements throughout your program 
and checking the output.

• This method can be used to reduce the scope 
of the error until a bug is finally located.

Compile-time errors

• Compiler messages

• These are the messages that appear when 
your program is being compiled. They 
generally mean that something you wrote 
could not be understood by the compiler, 
or was not correct C syntax.



Compile-time errors

• There are two severities of messages the 
compiler can give: 

• compiler warnings and compiler errors

Compile-time errors

• As the compiler works on your source file, it 
expects to see sequences of characters that 
correspond to valid C declarations, function 
definitions, and so forth. If it finds something 
which doesn't conform to C's syntax, it will 
produce an error message.



Compile-time errors

• A compiler error indicates something that 
must be fixed before the code can be 
compiled. 

• Always remember to fix the first few errors or 
warnings, since they may be causing all the 
rest.

Syntax errors anyone?

• A syntax error is caused when something 
which you have written in your code does not 
conform to what C considers proper 
formatting.

• i.e. it violates one or more grammar rules



Syntax errors anyone?

• It’s analogous to a grammatical error in 
English
 e.g.  Bugs frustrating be can

• The sentence uses valid English words, but…
doesn’t follow the rules for word order.

Syntax errors anyone?

• Some possible reasons for syntax errors: 

• missing semicolons 

• wrong number of parentheses/brackets/
curly braces 

• missing value on either side of an 
assignment statement 

• wrong number of terms in assignment 
(num1 = 4 3;) 



Missing semicolons ;-)

• Example error message:

“test.c", line 20: syntax error 

before or at: num1

17!   int num1, num2;
18
19!   num1 = num2
20!   num1 = num1 + 1;

Undeclared variables

• Example error message:

“test.c", line 28: undefined 

symbol: otherNum 

void main()
{
    int num1 = otherNum;
    /* Do some other stuff */

}



Runtime errors

• When you run the executable and something 
goes wrong then we call it a run-time error. 

• Run-time errors only occur when you run a 
program, and thus, they can only occur if 
there is a program to run (i.e., it must have 
compiled and linked without errors). 

Fatal errors

• A fatal error occurs when the executable 
crashes. 

• Segmentation faults, Bus errors.

• These occur when you try to access memory 
that your program is not allowed to use or 
that doesn't exist in the computer.



Stack overflow

• Stack overflow occurs when the program tried 
to use too many temporary variables.

• Using too many large temporary variables, 
arrays

• Infinite recursion problems

Divide by 0

• Divide by zero is an obvious error.

• Some compilers mask the problem by 
reporting an integer divide by zero with the 
error message: 

“Floating exception (core dumped)”



USS Yorktown
After a crew member 
mistakenly entered a zero 
into the data field of an 
application, the computer 
system proceeded to 
divide another quantity 
by that zero. 

It caused a buffer 
overflow, in which data 
leaked from a temporary 
storage space in memory, 
and the error eventually 
brought down the ship's 
propulsion system. 

= 2 hours dead in the water

Fixing runtime errors

• There are two general techniques for finding 
the cause of a run-time error: 

• Narrow down where in the program the 
error occurs. 

• Get more information about what is 
happening in the program. 



Logic errors

• A logic or semantic error is an error in 
meaning.

• For example consider the following sentence:

 furry inflation thinks greenly

• The syntax is fine, but the sentence makes no 
sense.

Logic errors

• A logic error occurs when your program 
simply doesn't do what you want it to. 

• The compiler does not detect logic errors, 
because they don’t violate C rules.



Logic errors

• Some possible reasons for logic errors: 

• Infinite loop

• Misunderstanding operator precedence

• Off-By-One Error (A loop that iterates one 
fewer or one more than is correct)

• Code inside a loop that doesn’t belong 
there

Infinite loops

• You have an infinite loop because you did not 
update the variable(s) used in the condition of 
a loop, as in: 

int i=1, sum=0;
while (i <= 10) {
    sum = sum + i   
/* i isn’t updated i = i + 1; */
}



Y2K

• More of a logic bomb.

• Use of 2 digits to store dates.

• 2000 - could mean 1900 or 
2000?

• US$300 billion to remedy.

• Also problems with leap years - many 
programs assumed 2000 was not a leap year.

Y2K

• The following cumulative rules decide which 
years are leap years:

• A year divisible by 4 is a leap year.

• A year that is divisible by 100 is NOT a leap 
year.

• A year that is also divisible by 400 is a leap 
year.



Y2K

Is the year 
divisible

by 4?

Is the year not 
divisible
by 100?

YES

The year
IS

a leap year

Is the year 
divisible
by 400?

The year
is NOT

a leap year

NO

NO

YES

YES

NO

if ((aYear % 4 == 0 && aYear % 100 != 0) || (aYear % 400 == 0))
         printf("The year %d is a leap year", aYear);
else
         printf("The year %d is not a leap year", aYear);

Y2K

• Quite a lot of Cobol code contained just a 
division by 4, no mention of 100 or 400. 

• Due to the fact that such code wouldn’t fail 
until 2100, it was seen as “safe” code. 



Apple bugs

• Apple recently had security issues with a piece 
of code that caused a security bug. 

• A C file, 1,970 lines in length contained 47 
goto statements. 

• The problem was caused by a spurious goto 
statement that activated at a certain point in 
the code, bypassing the remaining code.

Apple bugs



Heisenbug

• A bug that attempts to disappear or alter its 
behavior when an attempt is made to study it.

• May be due to random causes, uninitialized 
memory, corrupt memory.

Is failure bad?

Charles de Gaulle Airport, 
Terminal 2E, 2004



Is failure bad?

• Software has no bounds.

• Software fails can occur without warning.

• Software failure ultimately leads to algorithm 
refinement and re-design.

Defensive programming

• Assumes that Murphy's Law is true, and that 
“the worst possible thing will happen, at the 
worst possible moment”.

• The problem is that it can it can require 
significantly more coding that the code it is 
defending.



Defensive programming

• TRUST NO ONE!

Defensive programming

• Defend against hardware errors.

• They trigger processor exceptions or traps 
which then cause program crashes

• e.g. divide-by-zero



Defensive programming

• Defend against program errors.

• Variables are within bounds.

• Do not trust anything, verify everything.

Defensive programming

• Defend the user against themselves.

• Users are notorious for doing the wrong 
thing at the wrong time or place.



Defensive programming

• Defend the defenses.

• In sensitive situations it may be easier to 
have a line of defenses.

• If one fails, another slightly different one 
may catch the problem.

Defensive programming

• ⊖ Defensive programming consumes 
resources.

• ⊕ Saves you literally hours of debugging.

• ⊕ Code that runs properly, but diminutively 
slower is better than code that is fast, but 
occasionally collapses in a shower of brightly 
coloured sparks.



Defensive programming

• Defensive programming involves:

• check user input

• constrain data (e.g. preconditions, 
postconditions)

Defensive programming

• Defensive programming is NOT!



Offensive programming

• Actively trying to destroy bugs by breaking 
things!

• It’s called testing.


